e Install anti-spyware
software and configure it
to automatically
download updates , en-
able real-time monitor-
ing, scan your computer
weekly and when it
boots.

e Read the End User
License Agreement be-
fore downloading soft-
ware.

e Be Wary of Peer-to-
Peer file sharing ser-
vices.

e Do not download
software except from
reputable sites.

e Be wary of unknown
web sites and do not
click on pop-up ads.

e Set your browser to
prompt you before it in-
stalls ActiveX controls
or Java Applets.

e Do not open e-mail
that is from an unknown
source

e Keep your operating
system current.

e Run anti-virus soft-
ware and enable auto-
matic virus definition
updates.
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Is Someone Spying on You ?

What is spyware?

Spyware is a program that tracks
information about you, usually with-
out your knowledge, and transfers the
information to the author of the pro-
gram. [ have seen estimates of the
number of spyware programs that ex-
ist ranging from 1,700 to 78,000.
That is a wide range, but the point is
that spyware is everywhere. The in-
formation these programs gather var-
ies from the web sites you visit to
passwords and credit card informa-
tion.

How do I know if my com-
puter is infected?

Some signs
of infection
include a de-
crease in the
speed of your
computer,
bookmarks
added to your
browser
menu, your
browser
launches a
new home
page and
shortcuts are
added to your desktop. It is possible
that you do not notice any signs of
infection and still have several spy-
ware programs on your computer.
Simply clicking on a web site may be
all it takes to become infected.

It is very likely that your computer

has at least one spyware program.
The best way to know is to run anti-
spyware software.

How do I avoid spyware?

Anti-virus software is a must to
ensure your security, but it will not
shield you from spyware. Make sure
you install anti-spyware software on
every workstation and configure it
properly to ensure protection.

Only download software from
reputable sites and read all End User
License Agreements first to make
sure you are not agreeing to the in-
stallation of spyware. This is par-
ticularly true of freeware, shareware
and Peer-to-Peer file sharing ser-
vices. Be wary of
visiting unknown
web sites or click-
ing on any pop—up
ads except to close
them.

Make sure the se-
curity settings in
your browser are
properly set. Since
spyware can also
travel via e-mail,
do not open any
mail that is from an
unknown source.
Keep the operating
system on your computer updated
with the latest version.

Which anti-spyware should
I choose?
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Is someone spying on you!? (continued from reverse)

gram is Ad-Aware SE from In conclusion
Lavasoft. The Personal version
of their product is free and is
available at
www.lavasoftusa.com. The
Plus Version is $26.95
and allows you to
block spyware in real
time. The Professional

There are numerous anti-
spyware programs on the mar-
ket and many are free. A prod-
uct that has
consistently
gotten good re-
views is Spybot

Anti-Spyware software may not
remove all the spyware on your
computer. If you notice that the
symptoms persist after running a
couple of anti-spyware products, it
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